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Republic of Iraq - Ministry of Higher Education and Scientific Research g.ah.\l Gl g glhi\ aaladl) 3,039 - (@lad) R-JJM
? Southern Technical University - Thi Qar Technical College B (o3 A A< - Ay giad) A8 Aealal)
\E/f\ﬁ Bachelor's degree in Cybersecurity Technical Engineering (First cycle) (ulj\l\ 598M) (o) sad) (o) RS daia ga [EYTYT\ LY
% 4 j Four years (Eight semesters) - 240 ECTS credits - 1 ECTS = 25 hr dolu Yo =du,gBaag S - Ay gl Banyg Y - (Bl 3 J guad Al g
94@,2:::"5"";“:;«§ Program Curriculum (2025 - 2026) YeYR-Yeve alall ol il gledall
. . P " SSWL (hr/w; isi
Level | Semester | No. [ Module Code Module Name in English A} ) Balal) aasl Language CL (hriw) | Lect (hriw)| Lab (lgr/w) Pr (hriw) | Tut (hriw) | Semn (hriw) Er);:g:n Ef/::r: LrJ1sr/ss\eAr/nL hsr\/,svelr_n ECTS M_;_);j:ele Prerequlsgz dl\:odule(s)
1 CSTE1101 Introduction to Information System Ga glaall plii (b dadia English 2 1 2 4 79 71 150 6.00 C
2 CSTE1102 Fundamental of Electrical Eng. Al g At uad English 2 2 1 4 79 71 150 6.00 [
3 CSTE1103 Programming Essentials Ao ) s English 2 1 2 4 79 71 150 6.00 C
One 4 CSTE1104 Mathematics | | claal English 3 1 3 63 62 125 5.00 S
5 EETC102 Engineering Drawing il Al English 4 3 63 62 125 5.00 S
6 MTU1006 Democracy & Human Rights Cead¥) 35 g kil jiagal) Arabic 2 3 33 17 50 2.00 B
Total 11 2 10 0 2 0 21 396 354 750 30.00
Semester | No. | Module Code Module Name in English A 52l Skal) el Language R L) Bxam | SSWL |USSWL] SWL | gerg | Module | Prerequisite Module(s)
CL (hr/w)| Lect (hr/w) | Lab (hr/w)| Pr (hr/w) [ Tut (hr/w) | Semn (hr/w) ez hr/sem | hr/sem | hr/sem Type Gtz
UGl 1 CSTE1201 Digital Logic Design b ) lalal) el English 2 2 1 4 79 71 150 | 6.00 [
2 CSTE1202 Ethics for the Information Age Glaglaall pae CLEMA] English 2 1 3 48 52 100 4.00 C
3 CSTE1203 General Physics Aalad) gy 5l English 2 2 1 4 79 46 125 5.00 S
Two 4 CSTE1204 Mathematics 11 11 ezl English 3 1 3 63 62 125 5.00 S CSTE1104
5 EETC101 Engineering Workshops Apatigh (gl Arabic 4 4 64 86 150 6.00 S
6 MTU1001 Arabic Language A ad) 421 Arabic 2 3 33 17 50 2.00 B
7 MTU1002 English Language (1) () &ay) dany English 1 1 3 33 17 50 2.00 B
Total 12 0 4 4 3 1 24 366 351 750 30
Level | Semester | No. | Module Code Module Name in English Ao A1) Balal) el Language SSWL (hriw) e o BT ECTS MEED || (ACA SR
CL (hriw)| Lect (hriw) | Lab (hriw)| Pr (hriw) | Tut (hriw) [ Semn (hr/w) [ hr/sem | hrjsem | hr/sem | hr/sem Type Code
1 CSTE2101 Engineering Mathematics il cibadly ) English 3 1 3 63 87 150 6.00 S CSTE1204
2 CSTE2102 Electronics Fundamentals i g S Cpunad English 2 2 1 4 79 71 150 6.00 S CSTE1102
3 CSTE2103 Linux Essentials oS sl (sabea English 2 1 2 4 79 46 125 5.00 C
Three 4 CSTE2104 Computer Organization & Architecture gulal) Ay lara g S 5 English 2 2 1 4 79 71 150 6.00 C
5 CSTE2105 Data Structure & Algorithms el sad g clibnd) Jsta English 2 2 1 4 79 46 125 5.00 C CSTE1103
6 MTU1007 The Crimes of the Baath regime in Iraq Gl A dall oS ol 2 Arabic 2 3 33 17 50 2.00 B
Total 13 1 8 0 4 0 22 412 338 750 30
UGII | Semester [ No. [ Module Code Module Name in English ) jal) Balal) ) Language SSWL (hriw) Exan N ISSWRTUSSWETESWE ECTS ezl | RGeS MeshEE)
CL (hr/w)| Lect (hr/w) | Lab (hr/w)| Pr (hr/iw) | Tut (hr/w) [ Semn (hriw) | hr/sem | hr/sem | hrisem | hrisem Type Code
1 CSTE2201 Numerical Analysis & Statistics slaallly aml) cdladl) English 3 1 3 63 62 125 5.00 S CSTE1104, CSTE1204
2 CSTE2202 Object Oriented Programming Agipdl) Ao ) English 2 1 2 4 79 71 150 6.00 Cc
3 CSTE2203 Microprocessors Aaa) clalaall English 3 2 1 4 94 56 150 6.00 C CSTE2104
Four 4 CSTE2204 Communication Fundamentals LAY English 2 2 1 4 79 71 150 6.00 c
5 CSTE2205 Introduction to Database -SQL i) o) 68 3 dasia English 2 2 1 4 79 46 125 5.00 C CSTE2105
6 MTU1003 English Language (2) (7) Ay 4 English 1 1 3 33 17 50 2.00 B CSTE1106
Total 13 2 8 0 4 0 22 427 323 750 30




Level | Semester | No. | Module Code Module Name in English A A1) Balal) anal Language S ) o || SO ||CREWILI| SR ECTS MRS || - (e ER MEslEE)
CL (hr/w)| Lect (hr/iw) | Lab (hr/w)| Pr (hriw) | Tut (hr/w) [ Semn (hriw) | hr/sem | hr/sem | hr/sem | hr/sem Type Code
1 CSTE3101 Computer Network Fundamentals G gulal) Gl bl English 2 1 2 4 79 46 125 5.00 c
2 CSTE3102 Information Security & Cryptography Cila glaal) dyial English 2 2 1 4 79 46 125 5.00 c
3 CSTE3103 Digital Signal Processing b ) 5 LY Al English 2 2 1 4 79 46 125 | 5.00 c
Five 4 CSTE3104 Software Engineering e sal) Aatin English 2 2 1 4 79 46 125 5.00 C
5 CSTE3105 Python Programming G Ay Aaa ) English 2 1 2 4 79 46 125 | 5.00 c
6 CSTE31XX Elective | A Laa) Bala English 2 1 2 4 79 46 125 5.00 E
Total 12 3 12 0 2 1 24 474 276 750 30
UGIII | Semester | No. | Module Code Module Name in English Ao A1) Balal) ol Language U o || SSWL || GRENILI| SR ECTS IR || - (e ED el )
CL (hriw)| Lect (hriw) | Lab (hriw)| Pr (hriw) | Tut (hriw) [ Semn (hr/w) [ hr/sem | hrjsem | hr/sem | hr/sem Type Code
1 CSTE3201 Cybersecurity Essentials ) Y paabaal English 2 1 2 4 79 46 125 5.00 Cc
2 CSTE3202 Artificial Intelligence (Slibual) sl English 2 2 1 4 79 46 125 5.00 C CSTE3105
3 CSTE3203 Operating Systems Jhil) Laliif English 2 2 1 4 79 46 125 5.00 c
Six 4 CSTE3204 Web Design g ASN) @) gall aranal English 2 3 4 79 46 125 | 5.00 c
5 CSTE3205 Computer Network Protocols palad) Gl O S5 0 English 2 1 2 4 79 46 125 5.00 Cc CSTE2206
6 CSTE32XX Elective 11 4 s Baka English 2 2 1 4 79 46 125 5.00 E
Total 12 2 13 0 8 0 24 474 276 750 30
Level | Semester [ No. | Module Code Module Name in English ) 1) Balal) ) Language SSWL (hriw) By ISSWEIUSSWETRSWE ECTS RS | (FReTGESIE Vsl EE)
CL (hriw)| Lect (hriw) | Lab (hriw)| Pr (hriw) | Tut (hriw) [ Semn (hr/w) [ hr/sem | hrjsem | hr/sem | hr/sem Type Code
1 CSTE4101 Advanced Cybersecurity piall (A el Y English 2 1 2 1 4 94 56 150 6.00 Cc CSTE3201
2 CSTE4102 Network Security il Gal English 2 1 3 4 94 56 150 6.00 C CSTE3101, CSTE3201
3 CSTE4103 Cloud Computing Aand) dpaugal) English 2 1 2 4 79 71 150 6.00 c
Seven 4 CSTE4104 Cybersecurity Governance (ol el oaY) A g2 English 2 1 1 4 64 61 125 5.00 Cc
5 CSTE4105 Project Preparation &5l dlae) English 1 1 3 33 17 50 2.00 S
6 CSTE41XX Elective 111 4 s Baka English 2 2 1 4 79 46 125 5.00 E
Total 11 4 9 0 0 4 23 443 307 750 30
ueIv Semester | No. | Module Code Module Name in English ) jal) Bakal) ) Language SSWL (hriw) ExamISSWEIUSSWETRSWE ECTS RIS | FreTCEEE MsEE)
CL (hriw)| Lect (hriw) | Lab (hriw)| Pr (hriw) | Tut (hriw) [ Semn (hriw) [ hr/sem | hrjsem | hr/sem | hr/sem Type Code
1 CSTE4201 Ethical Hacking & Penetration Testing () AR @ L) g AENAY) Al A English 2 1 2 1 4 94 56 150 6.00 C CSTE4101
2 CSTE4202 10T Security s Ll i i) 4kl English 2 2 1 1 4 94 56 150 6.00 c
3 CSTE4203 Mobile Security A panal) i g4l Ol English 2 2 1 4 79 46 125 5.00 c
Eight 4 MTU1008 Professional Ethics Aigal) cilBdA Arabic 2 1 3 48 27 75 3.00 B
5 CSTE4205 Final Project (g £ 5 el English 2 2 1 3 78 47 125 | 5.00 c
6 CSTE42XX Elective IV A ) Bala English 2 2 1 4 79 46 125 5.00 E
Total 10 1 10 2 1 6 22 472 278 750 30
Total 94 15 74 6 19 12 182 | 3464 | 2503 | 6000 | 240.0 | | Mustbe2a0ECTS




| |
Level | Semester [ No. | Module Code Module Name in English ) jal) Balal) ) Language SSWL (hriw) Exan i ISSWRIUSSWETESWE ECTS sl || - PrrEsEe MEEEE)
CL (hr/w) | Lect (hr/w)| Lab (hr/w)| Pr (hriw) | Tut (hr/w) | Semn (hriw) [ hr/sem | hr/sem | hr/sem | hrisem Type Code
5 CSTE3106 Digital Forensics (B (Alad) Jalasl) English 2 3 4 79 46 125 5.00 E
UGl CSTE3107 Multimedia Security 3asnclal) Jaibua ) Cyal English 2 2 1 4 79 46 125 5.00 E
g CSTE3206 Wireless Networks Security AL cludl) el English 2 2 1 4 79 46 125 5.00 E CSTE3101
CSTE3207 Information Theory and Coding e sill g cila glaal) 4y 5 English 2 2 1 4 79 46 125 5.00 E
7 CSTE4106 Biometric Security (s Sagal) ¥ English 2 2 1 4 79 46 125 5.00 E
UGIV CSTE4107 Web Applications Security sl bt oyl English 2 2 1 4 79 46 125 5.00 E CSTE3201
. CSTE4206 Machine Learning Systems Y bl Aadas English 2 2 1 4 79 46 125 5.00 E
CSTE4207 Cloud Security ) ) English 2 2 1 4 79 46 125 5.00 E CSTE4103
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CL [Class Lecture B Basic learning activities SWL.: |Student Workload
Lab [Laboratory Module type C Core learning activity SSWL: |Structured SWL
Structured SWL Pr |Practical Training S Suport or related learning activity USSWL: |Unstructured SWL
(hriw) type Tut [Tutorial E  |Elective learning activity | [ |
Lect |Online lecture I |

Semn |Seminar Note: Columns O, Q and R are progrmaed, protected and should not be edited




